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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF GEORGIA

AUGUSTA DIVISION
UNITED STATES OF AMERICA, )
) _
V. ) CASENO. 1:17-CR-34-JRH-BKE
)
REALITY LEIGH WINNER, )
)
Defendant. )

DEFENDANT’S MOTION AND BRIEF IN OPPOSITION TO THE
GOVERNMENT’S MOTION FOR A PROTECTIVE ORDER

This brief is submitted in opposition to entry of the protective order as proposed by the
Government unless the additions, deletions and modifications proposed herein are incorporated into
the protective order. Defense Counsel seek a bright-line rule, a “rule that tends to resolve issues,
especially ambiguities, simply and straightforwardly.” Black’s Law Dictionary. The order, as
proposed by the Government, creates unnecessary ambiguity and imposes unnecessary impediments
for the Defense.

Asnoted at the hearing held June 27, 2017, the Defendant moves that the following sentence
be added to paragraph 4.B of the proposed protective order:

Information drawn from unclassified sources does not become classified information
because similar information also happens to appear in classified documents.

Defendant further moves that the following provision be added following the first sentence
of paragraph sixteen of the protective order:

Copies of newspaper articles and other publicly published documents need not be
filed under seal.
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Defendant further moves that Paragraph 13 of the proposed order be deleted and that the
following provision be inserted as Paragraph 13:

13. The Defendant’s counsel shall be given access to classified national security

documents and information as required by the government’s discovery obligations

and in accordance with the terms of this Protective Order, the requirements of CIPA,

the Memorandum of Understanding described below, and any other orders issued

pursuant to CIPA, and upon receipt of appropriate security clearances. Defendant

Reality Leigh Winner (hereinafter “the Defendant™) will also be given access to

national security documents and information as required by government discovery

obligations and in accordance with the terms of this Protective Order, the
requirements of CIPA, the Memorandum of Understanding described below, and any

other orders pursuant to CIPA. Defense counsel and the Defendant will be given

access to the same classified information.

Defendant further moves that the protective order provide in paragraph fifteen:

The Classified Information Security Officer shall not disclose to counsel for the

government the names of experts who, with appropriate security clearances, have

inspected classified information at the request of Defense counsel.

Defendant objects to the language in paragraph 19.F of the Government’s proposed order that
states, “including the defendant and defense witnesses,” and the sentence that states, “Counsel for
the government shall be given the opportunity to be heard in response to any defense request for
disclosure to a person not named in this Order.” These provisions should be deleted.

Defendant objects to the language in the last sentence of paragraph 19.H of the Government’s
proposed order that states, “that counsel does not know or have reason to believe to be classified
information or derived from classified information.”

Defendant moves that the language set out in bold print below be added to paragraph 22 of
the Government’s proposed order so that the first sentence of that paragraph states:

It shall not violate this Order for an individual subject to this Order to disclose

information in the public domain or information that the individual did not know,
and reasonably should not have known based on information provided by the

-
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government in this case, is classified.
The Defense moves the Court to enter the protective order attached at Tab A.
ARGUMENT AND CITATION OF AUTHORITY

The issues raised by the Government’s proposed protective order and the objections thereto
by the Defense will be fundamental and recurring in this case. These issues should be considered
in addressing the matter of the protective order.

Defendant Reality Winner is charged with espionage, conduct traditionally viewed as stealing
military secrets and providing those secrets to an enemy of the United States.! The indictment
charges a violation of 18 U.S.C. § 793(e), a statute first enacted in 1917 and entitled the Espionage
Act of 1917. This statute was enacted long before there existed the system of classification of
government documents under which the Government now designates matters as classified, secretand
top secret. Our Government’s classification system is established by executive order and not by any
statute enacted by Congress.

The present language of § 793(e) was enacted in 1950 as an amendment to the Espionage
Act. Section 793(e) provides:

(e) Whoever having unauthorized possession of, access to, or control over any

document, writing, code book, signal book, sketch, photograph, photographic

negative, blueprint, plan, map, model, instrument, appliance, or note relating to the
national defense, or information relating to the national defense which information

the possessor has reason to believe could be used to the injury of the United States

or to the advantage of any foreign nation, willfully communicaies, delivers, transmits

or causes to be communicated, delivered, or transmitted, or attempts to Communica“[e,

deliver, transmit or cause to be communicated, delivered, or transmatted the same to

any person not entitled to receive it, or willfully retains the same and fails to deliver
it to the officer or employee of the United States entitled to receive it;

! Black’s Law Dictionary defines espionage as, “The activity of using spies to collect
information about what another government or company is doing or plans to do.”

3-
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An oft-cited and lengthy study of the history of the Espionage Act of 1917 is to be found in
a 1973 Columbia Law Review article. H. Edgar and B.C. Schmidt, Jr., The Espionage Statutes and
Publication of Defense Information, 73 Colum. L. Rev. 929. The authors noted:

A number of legislative proposals have been introduced since 1950 that can only
reflect the assumption that the espionage statutes do not prohibit non-culpable
disclosure of properly classified information. Whether the lack of coverage was
seen as stemming from the problems of giving meaning to the entitlement concept
is not clear. Other reasons for the proposals may have been the notion that all the
espionage statutes, including 793(d) and (e), require a showing of purpose to injure
the United States or advantage a foreign nation, or that proof of defense-relatedness
would compromise the security interests of the classification program. Yet, if the
only problem with current statutes were proof of defense-relatedness, one would
expect the subsequent proposals to have been justified in terms of that legislative
purpose. They have not been so justified. '

Perhaps the most significant of these proposals, that of the Government Security
Commission, would have made unauthorized disclosure of classified
information a crime. The measure made no progress at all in Congress, and was
abandoned by the Executive as politically untenable. A similar proposal had been
advanced in 1946 by the Joint Congressional Committee on the Investigation of the
Pearl Harbor Attack. It was severely cut back by the Judiciary Committees and
wound up as the current section 798 of Title 18 which prohibits disclosure of the
narrow category of classified communications intelligence information. In 1962,
Sepator Stennis introduced a bill to amend section 793 to make disclosures of
classified information a crime, without any narrow intent requirement. The proposal
was not enacted. [f the classification system were thought to be protected by criminal
sanctions against “willful” disclosure of defense-related information, it is remarkable
that two Commissions and a Senator knowledgeable about the laws relating to
national security would have seen a need for these proposals.

Id at 1056 (emphasis added).
The authors further note:

The Executive has nowhere asserted that communication of classified
information to a person not authorized by Executive regulations to receive it is
a crime. The “classification stamps™ are at most circuitous references to penal
sanction that hardly bespeak Executive confidence that its rules and regulations give
meaning to the entitlement concept. Finally, legislation has been offered from
authoritative sources that proceeds on the assumption that 793(d) and (e) do not make

4
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simple disclosure of defense information a crime. Congress has always refused to

enact such proposals to put criminal sanctions of general scope behind the

classification system.
Id. at 1057 (emphasis added).

Congress did subsequently pass a statute in 2000 that would have expressly criminalized the
disclosure of classified information. H.R. Doc. No. 106-309, at 3-4 (2000). However, the bill was
vetoed. See M.R. Papandrea, Lapdogs, Watchdogs and Scapegoats: The Press and National Security
Information, 83 Ind. L. J. 233, 262-264 (2008). A copy of the relevant portion of the bill that was
vetoed is at Tab B.

Prosecution under the Espionage Act of those who are labeled as “whistle blowers™ and
“leakers” is of recent origin, with most prosecutions having been brought in the last decade.

Moreover, the statutory term national defense refers to military action:

National defense, the Govemment maintains, ‘is a generic concept of broad

connotations, referring to the military and naval establishments and the related

activities of national preparedness.” We agree that the words ‘national defense’ in the

Espionage Act carry that meaning.

The reports [at issue], in short, are a part of this nation's plan for armed defense.

Gorinv. U.S;312U.S. 19, 28-29 (1941).

An internal C.I.A analysis of this area of law that has since been declassified confirms the
narrow scope of the term rnational defense secrets:

It was not until 1911, however, that Congress passed the first important statute

dealing with the broad problem of espionage. In 1917 the language of the 1911 act

was amended to read much as it does today. More recently congressional attention

has been focused — and appropriate legislation enacted — on the problems involved

in protecting atomic energy data and communications intelligence. The Internal

Security Act of 1950 made it unlawful for a govemment employee merely to
communicate classified information to a known representative of a foreign

_5-
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government.

However, the espionage laws are still the basic statutory protection against

unauthorized disclosure of intelligence materials and information. No legislation has

vet been enacted to cover the new problems arising out of the chronic “cold war™

status of international relations and the consequent need for a sophisticated,

professional intelligence apparatus as an arm of the executive. The wartime concept

of the military secret is inadequate to cover information about the personnel,

activities, and products of such an apparatus, information whose extreme sensitivity

is often not readily apparent even though its exposure may have a most damaging

effect on the national security.

John D. Mortison, Jr., The Protection of Intellicence Data, p. 70 (copy at Tab C).

The article expresses a need for new legislative action in the form of “a criminal statute
defining what is to be protected and providing punishment for exposures.” /d. at p. 78. As noted
above, no such “new” criminal statute has as yet been enacted into law. Mr. Morrison formerly
served as assistant general counsel of the C.1LA.

Russian attempts to interfere with our elections are despicable, but whether information about
these Russian efforts falls within the scope of information about the secret activities of our army and

navy that the Espionage Act was enacted to protect is doubtful.

A, The Protective Order Should Not Restrict Defense Counsel’s Use
of Information In the Public Domain.

Dissemination of information found in “reports relating to the national defense, published
by authority of Congress or the military” is not forbidden by the Espionage Act. Gorin,312U.S, at
28. Accord, United States v. Heine, 151 F.2d 813 (2d Cir. 1945) (L. Hand, J.) wherein the conviction
of a German spy under the Espionage Act was reversed, with the Court noting:

All of this information came from sources that were lawfully accessible to anyone
who was willing to take the pains to find, sift and collate it;

Id. at 815.
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The Court then held:

It is not necessary for us to go so far; and in any event ‘secrets’ is an equivocal word

whose definition might prove treacherous. It is enough in the case at bar to hold, as

we do, that whatever it was lawful to broadcast throughout the country it was lawful

to prepare and publish domestically all that Heine put in his reports.

Id. at 816.

These authorities cast doubt on the propriety of the terms of the proposed protective order
that go beyond imposing restrictions on divulging what is in classified documents and information
to be produced by the Government at the restricted site under the supervision of the Classified
Information Security Officer.

Defense Counsel construe the protective order as proposed by the Government as imposing
restrictions upon our right to cite and quote information in the public domain, such as articles in
newspapers, broadcast journalism and online publications, without fear of sanctions or worse. See
Paragraphs 4.B, 16 and 19; Doc. 42-1,pp. 2,7, 11.

The order as proposed by the Govemment imposes upon Defense Counsel the duty to
question the source of reports in the New York Times or matters discussed on Moming Joe and then
to confer with the security officer before repeating or citing these facts even though the information
is clearly in the public domain. The proposed “knew or have reason to know™ standard is scary.
What if a fact reported in the Washington Post can also be found within the third paragraph of a
document bearing a bates stamp page number 2037, marked confidential and produced by the
Government at the safe location? How would Defense Counsel be expected to assess the legitimacy

of the Washington Post’s source? Would this disclosure by the Government at page 2037 meet the

Government’s proposed “reason to know” standard? Would counsel for the Defense be in violation
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of the Government’s proposed protective order if Defense Counsel quotes the Washington Post
article without having first sought permission from the security officer? Why should Defense
Counsel be placed into the role of making security assessments of information in the public domain?

The dilemma that would be imposed upon Defense Counsel if the Government’s proposed
protective order were entered by the Court is illustrated by the January 6, 2017, article published in
the Aflantic and attached at Tab D. We know not all sources reviewed by the authors. The Atlantic
article does, however, contain the following statements:

These conclusions had previously been reported, based accounts anonymous
intelligence officials gave to various news outlets.

Id. atp. 2.

After reviewing a classified version of the assessment made public on Friday, Trump
issued a statement citing the cyber threat from “Russia, China, other countries,
outside groups and people,” but emphasizing that the hacking had “absolutely no
effect on the outcome of the election.”

Id atp. 2.

Information on what exactly happened has been dripping out slowly, and often
anonymously and unofficially, for months.

Id. atp. 4.

It wasn’t until September that anonymous federal officials confirmed to The New
York Times the intelligence community’s “high confidence” of Russian government
involvement in the hack, if not the subsequent leak, and leaving doubt as to whether
the hacks were “routine cyberespionage” or actually intended to influence the
election.

Id atp. 4.

Then The Washington Post disclosed a “secret CIA assessment” — again described
by anonymous officials - declaring it “quite clear” that a Trump presidency was the
ultimate goal of the hacks.
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Id atp. 5.

A U.S. diplomatic cable, published in Wikileaks, called the Baltic state an
“unprecedented victim of the world’s first cyber attacks against a nation state.”

Id. atp. 6.

When they hit the NSA, hackers posted the agency’s “cyber-weapons™ to file-sharing
sites, according to Esquire.

Id atp.7.

Was any of this information drawn from classified sources that had not been officially
declassified? One can fairly infer that some of it may have.

Defense Counsel construe the proposed provisions found in paragraphs 4.B, 16 and 19.G as
setting up barriers to use of this article that would require Defense Counsel to compare facts found
in the article with all classified documents produced by the Government in order to ascertain whether
counsel “should. . . have known based on information provided by the government in this case” that
the Atlantic article contained information drawn from classified documents. And what if, inreview,
counsel failed fo appreciate some fact appearing in one paragraph of one page of one of perhaps
hundreds of classified documents produced by the Government?

Counsel clearty have a present right to read, copy and cite this article from the Atlantic. See,
United States v. Heine, supra. This right should not be impaired.

Defense Counsel are presently free to read, copy and cite from the public domain without
seeking permission from the Government. There is no good cause for any restriction of our rights
and freedom to continue to do so.

B. Defendant’s Right to Inspect Classified Documents

The Government’s proposed protective order does not allow inspection by the Defendant of

9.
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the classified documents. Doc. 42 §9 12, 13. Entry of an order with this restriction would impair
Ms. Winner’s Sixth Amendment right to confront the witnesses and the evidence against her and
would impair her attoreys’ efforts to provide effective assistance of counsel. The protective order,
as written, would bar her attorneys from fully conferring with her as to relevant evidence and to learn
from Ms. Winner her side of the story.

The Sixth Amendment right to counsel includes the right to confer with counsel. Restrictions
imposed upon the right of a defendant to confer with counsel during trial recesses have been reversed
as violations of the Sixth Amendment. E.g., Geders v. United States, 425 1U.S. 80, 88 (1976); Hall
v. Warden, _ Fed App. __,2017 WL 1405208 * 7 (11™ Cir.); United States v. Cavallo, 790 F.3d
1202,1213(11™ Cir. 2015). A defendant’s constitutional right to confer with counsel surely includes
a right to confer about the evidence, be it favorable or not.

The court in United States v. Fishenko, 2014 WL 5587191 (E.D. N.Y.) addressed the issue
of a defendant’s constitutional right to view classified evidence. The court held:

The issue before this Court is how to ensure the constitutional rights of criminal

Defendants' vis-a-vis both (1) national security concerns attendant to the classified

material in this case; and (2) physical security concerns attendant to their status as

pretrial detainees. The Supreme Court has held that “[t]he right of an accused in a

criminal trial to due process is, in essence, the right to a fair opportunity to defend

against the State's accusations.” Chambersv. Mississippi,4101.5.284,294,93 S Ct.

1038, 35 L.Ed.2d 297 (1973). Founded in the Sixth Amendment's Compulsory

Process and Confrontation Clauses, a criminal defendant has aright to “a meaningful

opportunity to present a complete defense.” Hawkins v. Costello, 460 F.3d 238, 243

(2d Cir.2006) (quoting Crane v. Kentucky, 476 U.S. 683, 690, 106 S.Ct. 2142, 90

[..Ed.2d 636 (1986)). Thus, the Defendants’ constitutional rights to assist in their own

defense must not be abnidged.

Id at* 1-2.

-10-
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The court further held:

In this case, although certain discoverable material has been deemed classified
pursuant to CIPA, the Court recognizes that the Defendants retain constitutional
rights to participate in their own defense. Thus, this Court must ensure the
Defendants’ constitutional rnights while taking into consideration the Government's
legitimate concerns with respect to national security and the need for efficiency in
administering this litigation.

Id at* 2.

Attached at Tab E are the relevant parts of a protective order entered in United States v.

Jeffrey Alexander Sterling, Doc. 38, No. 1:10-CR-485 (LMB) (E.D. Va.) by Order of Feb. 10, 201 1.

This order granted the defendant access to confidential information produced by the Government.
The Government cites this order in its motion, although for a different proposition. Doc. 42, p. 4.
This provision was adopted over the objection of the Government. /d. at Doc.34, pp. 9-10. Counsel
for Ms. Winper drew from that order for our proposed paragraph 13.

It should be noted that Ms. Winner has had a top secret clearance for a number of vears, as
had Mr. Sterling. Moreover, Ms. Winner is in jail. Her telephone calls are taped, and all of her
outgoing mail is being reviewed by Government agents. There is no risk to national security that
could flow from her being allowed to view the evidence that may be used against her and to consult
with her counsel about the evidence.

Counsel for Ms. Winner acknowledge, as did counsel for Mr. Sterling, that courts have, in
extreme cases, approved of limitations being imposed upon a defendant’s access to classified
information. E.g., In re Terrorist Bombings of U.S. Embassies in East Africa, 552 ¥.3d 93, 127(2d
Cir. 2008); United States v. Hausa,  F.Supp.3d. _ (E.D.N.Y.2017), 2017 WL 1372660 * 4

(conspiracy to bomb a U.S. gdvemment facility); United States v. Fawwaz, 2014 WL 6997604 * 1-4

-11-
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(S.D.N.Y.) (conspiracy to kill Americans with bombs and other means); United States v. Moussaou,
2002 WL 1987964 (E.D. Va.) (conspiracy to commit acts of terrorism). The court in Hausa
succinctly set forth the standard for resolution of this issue:

The Court must consider whether there is an “important need to protect a
countervailing interest” that justifies the restriction on the defendant's ability to
consult with his attorney and whether “the restriction is carefully tailored and
limited.” In re Terrorist Bombings, 552 F.3d at 128-29 (quoting United States v.
Triumph Capital Grp., Inc., 487 F.3d 124, 129 (2d Cir. 2007).

U.S. v. Hausa, supra at * 6.
The decision in Fishenko, supra, provides an example of possible restraints:

Based on these conversations, the Court's inspections, the relevant law related to
classified material, and consideration of the constitution rights of the Defendants to
assist in their own defense, the Court has fashioned an appropriate solution.
Defendants shall have unlimited access to the classified documents within the
parameters of relevant security constraints. In order to view the materials, the
Defendants will be produced to the inmate 1solation cells of the Eastern District of
New York. The isolation cells are equipped with bars rather than the mesh wires
found in the attorney-client interview rooms. The Court finds that the mesh wires are
not an adequate option because the mesh obstructs the Defendant's view of the
documents.

Within the 1solation cells, Defendants will not have direct access to the computers,
per the legitimate security concerns of the U.S. Marshals. However, a paralegal or
counsel with appropriate security clearance can manipulate and control the computers
through a laptop. The Defendants will view the materials on a 20—inch screen placed
immediately outside the isolation cell. The screen is large enough so that the
Defendants can increase or decrease the text size of each document. The Defendant
will have plain view of the documents through a sizable space between each bar . The
Court finds that such a remedy 1s the proper balance of all parties' concerns, national
security, and the security of staff while also protecting the Defendant's right to assist
in his own defense.

Id at* 3.
Ms. Winner’s case is more analogous to the CIA agent in Sterl/ing and the decisions in

Fishenki and United States v. I Lewis Libby, in which the Court was respectful of the needs of the

-12-
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defendant. United States v. Libby, 467 F.Supp.2d 1 (D.D.C 2006); United States v. Libby, 2006 WL
3333059 (D.D.C.); United States v. Libby, 432 F.Supp.2d 81 (D.D.C. 2006).

Ms. Winner is not a terrorist. She is not a foreign national. She has long held a top secret
clearance. She served six years in the United States Air Force and was honorably discharged. Her
counsel have a clear need to be able to review with her ;[he documents produced by the Government,
and she has her Sixth Amendment right to confer with her counsel.

Should the Government disagree, the Government should be required to present to the Court
compelling evidence that showing to Ms. Winner the classified documents that are to be produced
i.n this case threatens the national security of the United States and that there are no restrictions other
than barring access that can be imposed that would minimize or eliminate this risk.

C. The Identity of Defense Experts Who Inspect Documents

Disclosed by the Government Should Not be Disclosed to the
Government.

Paragrﬁph 19.F of the Government’s proposed protective order requires notice to the
Government of the identity of anyone to whom Defense Counsel wishes to disclose the classified
documents that the Government may produce. Such a provision is not only unnecessary, it gives
unfair advantage to the Government.

Itis common in cases, be they civil or criminal, for counsel to consult with learned experts
to educate counsel and help counsel prepare. These consultations are with limited exceptions not
discoverable.

In this case, the need to consult is great given the number of unusual and .technical issues

raised by this prosecution. Defense Counsel agree that any such expert must have the appropriate

security clearance. However, this requirement can be enforced by the Classified Information

-13-
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Security Officer without disclosure to the Government of the identify of such persons.
CONCLUSION
Bright-line rules should be adopted. The protective order should address classified
documents and information produced by the Government. No resiraints should be imposed upon
use of documents and mformation in the public domain. The Defendant’s Six Amendment rights
should not be impaired.
Defense Counsel ask that the Court set a hearing to address these issues and that the
protective order in the form attached at Tab A be adopted by the Court.
Respectiully Submitted,
BELL & BRIGHAM
s/ John C_Bell, Jr.
John C. Bell, Jr. (Bar No. 048600)
Titus T. Nichols (Bar No. 870662)
PO Box 1547
Augusta, GA 30903-1547
(706) 722-2014

John(@bellbrigham.com
Titusi@bellbrigham.com

COUNSEL FOR DEFENDANT

-14-
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IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF GEORGIA

AUGUSTA DIVISION
UNITED STATES OF AMERICA, )
)
V. ) CASENO. 1:17-CR-34-JRH-BKE
)
REALITY LEIGH WINNER, )
)
)

Defendant.

DEFENDANT’S PROPOSED
PROTECTIVE ORDER

This matter comes before the Court upon the Government's Motion for Protective Order to
prevent the unauthorized use, disclosure or dissemination of classified national security information
and documents that will be reviewed by or made available to, or are otherwise in the possession of,
defense counsel in this case.

Pursuant to the authority granted under section 3 of the Classified Information Procedures
Act, 18 U.S.C. App. lI ("CIPA"); the Secunty Procedures established pursuant to Pub. L. 96-456,
94 Stat. 2025, by the Chief Justice of the United States for the Protection of Classified Information
(reprinted following CIPA § 9) (hereinafter the "Security Procedures"); the Federal Rules of Criminal
Procedure 16(d) and 57; the genéral supervisory authority of the Court; and, in order to protect the
national security, the Government's motion is GRANTED.

IT IS HEREBY ORDERED:

1. The Court finds that this case will involve classified national security information,
the storage, handling and control of which, by law or regulation, require special security precautions,

and access to which requires a security clearance and a need-to-know.
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2.

The purpose of this Protective Order ("Order") is to establish the procedures that must

be followed by all defense counsel of record, their designated employees, all other counsel involved

in this case, translators and investigators for the defense and all other individuals who receive access

to classified information or documents in connection with this case.

3.

The procedures set forth in this Order shall apply to all pre-trial, trial, post-trial, and

appellate aspects of this case; and may be modified from time to time by further order of the Court

acting under this Court's inherent supervisory authority to ensure a fair and expeditious trial.

Definitions

4.

"classified information.

A

As used herein, the terms classified national security information and documents,”
" "classified documents,” and "classified material" refer to:

Any classified document or information that has been classified by any Executive
Branch agency in the interest of national security or pursuant to Executive Order
13526 or its predecessor orders as "CONFIDENTIAL," or "SECRET," or "TOP
SECRET," or "SENSITIVE COMPARTMENTED INFORMATION ("SCI")"; or any
information contained in such documents;

Any document or information, regardiess of its physical form or characteristics, now
or formerly in the possession of a private party, which has been derived from a
United States Government classified document, information, or material, regardless
of whether such document, information, or material has itself subsequently been
classified by the Government pursuant to Executive Order 13526 or its predecessor

orders as "CONFIDENTIAL" or "SECRET," or "TOP SECRET," or "SCI;"

Information drawn from unclassified sources does not become classified information
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because similar information also happens to appear in classified documents.
Verbal classified information known to the defense counsel;

Any document or information, including verbal information, which the defense
counsel have been notified orally or in writing contains classified information;
Any information, regardless of place or origin and including "foreign government
information" as that term is defmed in Executive Order 13526, that could reasonably
be believed to contain classified information; and

Any information obtained from an agency that is a member of the United States
"Intelligence Community” (as defirxed in section 3(4) of the National Security Act
of 1947, codified at 50 U.S.C. § 401 a(4)), that could reasonably be believed to
contain classified information or that refers to national security or intelligence
matters.

1"monz

The words "documents,” "information,” and "material" shall include but are not

limited to all written or printed matter of any kind, formal or informal, including originals,

conforming copies and non-conforming copies (whether different from the original by reason of

notation made on such copies or otherwise), and further include but are not limited to:

A.

Papers, correspondence, memoranda, notes, letters, reports, summaries, photographs,
maps, charts and graphs, interoffice and intra-office communications, notations of
any sort concerning conversations, meetings or other communications, bulletins,
teletypes, telegrams and telefacsimiles, invoices, worksheets and drafts, alterations,

modifications, changes and amendments of any kind to the foregoing;
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B. Graphic or oral records or representations of any kind, including but not limited to
photographs, charts graphs, microfiche, microfilm, videotapes, sound recordings of
any kind, and motion pictures;

C. Electronic, mechanical or electric records of any kind, including but not limited to
tapes, cassettes, disks, recordings, fihns, typewriter ribbons, word processing or other
computer tapes or disks, and all manner of electronic data processing storage; and

D. Information acquired orally or verbally.

6. "Access to classified information" means having access to, reviewing, reading,
learning or otherwise coming to know in any manner any classified information.

7. "Secure Area" shall mean a sensitive compartmented facility or other appropriate
facility approved by a Classified Information Security Officer for storage, handling, and control
of classified information.

8. All classified documents or material and the information contained therein shall
remain classified unless the documents or material bear a clear indication that they have been
declassified by the agency or department that is the originating agency (hereinafier the "Originating
Agency") of the document, material, or information contained therein.

9. Any classified information provided to the Defense by the Government is to be used
solely by the Defense and for the purpose of preparing the defense. The Defense may not disclose
or cause to be disclosed in connection with this case any information known or reasonably believed
to be classified information except as otherwise provided herein.

10.  Classified Information Security Officer. In accordance with the provisions of CIPA

and the Security Procedures, the Court designates Carli V. Rodriguez-Feo as Classified Information
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Security Officer for this case, and Debra M. Guerrero-Randall, Daniel O. Hartenstine, Joan B.
Kennedy, Shawn P. Mahoney, Maura I Peterson, Winfield S. "Scooter” Slade, and Harry Rucker
III, as Alternate Classified Information Officers for the purpose of providing security arrangements
necessary to protect from unauthorized disclosure any classified information to be made available
in connection with this case. Defense counsel shall seek guidance from the Classified Information
Security Officer with regard to appropriate storage, handling, transmittal, and use of classified
information. |

11. Government Attormeys. The Court has been advised that the Government attorneys

working on this case, Assistant United States Attormey Jennifer Solari and U.S. Department of
Justice Attorneys Julie Edelstein and David Aaron, and their respective supervisors (collectively
referred to hereinafter as the "Government Attorneys"), have the requisite security clearances to have
access to the classified information that relates to this case.

12. Protection of Classified Information. The Court finds that, in order to protect the

classified information involved in this case, only Govemment Attorneys, appropriately cleared
Department of Justice employees, personnel of the Originating Agency, defense counsel, employees
of defense counsel, translators, and investigators employed or hired by defense counsel, shall have
access to the classified information in this case.

A. Defense counsel, employees of defense counsel or defense translators and
investigators may obtain access to classified documents or information only if such
person has:

1) Received permission of the Court, either through this Order (for those named

in paragraph 13 below) or by a separate Court order upon showing of a
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need-to-know:

2) Received the necessary security clearance at the appropriate level of
classification, through or confirmed by the Classified Information Security
Officer; and

3) Signed the Memorandum of Understanding in the form attached hereto,
agreeing to comply with the terms of this Order.

B. Defense counsel shall file originals of the executed Memoranda of Understanding
with the Court under seal and serve copies of such document upon the Classified
Information Security Officer and the Government.

C. The substitution, departure and removal for any reason from this case of counsel for
the defendant, or anyone associated with the defense as an employee or otherwise,
shall not release that person from the provisions of this Order or the Memorandum
of Understanding executed in connection with this Order; and

13.  Defense Counsel. The Defendant’s counsel shall be given access to classified

national security documents and information as required by the government’s discovery obligations
and in accordance with the terms of this Protective Order, the requirements of CIPA, the
Memorandum of Understanding described below, and any other orders issued pursuant to CIPA, and
upon receipt of appropriate security clearances. Defendant Reality Leigh Winner (heremafter “the
Defendant™) will also be given access to national security documents and information as required
by government discovery obligations and in accordance with the terms of this Protective Order, the
requirements of CIPA, the Memorandum of Understanding described below, and any other orders

pursuant to CIPA. Defense counsel and the Defendant will be given access to the same classified



